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Micro RWD MF-IC (Mifare and ICODE) Reader
(low power version with auxiliary outputs)
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MicroRWD MF-IC operation
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Auxiliary Data Output

)46 * & 4 1 + & 1)

46 0o 2 64 - 74 !
4 6 #>>4 0,> 7)) 74
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An RWD EEPROM parameter can redirect the serial auxiliary output on OP0 (pin 20)
to the main TX output (pin 23). This allows both bi-directional command/data
communication and the automatic auxiliary serial data output with the same 3-wire
RS232 interface.

Note that when the auxiliary serial output has been redirected to TX pin, there will be
NO acknowledgement or data response to commands (to avoid confusion of data).

For normal command and data response, the serial auxiliary output MUST be directed
to the OPO0 pin or turned OFF.
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NOTE that the “BEEP” output (RWD pin 4) idles in a high state and “sinks” current.
External loads can be connected between the supply rail and pin 4 with a series resistor
to ensure “sink” current does not exceed 25ma.

Note that setting Polling rate parameter to minimum value (0x00) means the polling rate
is always as fast as possible and does not change (“SLEEP” and power-down is skipped).
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Mifare Transponders
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(multi-tag INVENTORY command not implemented on standard proximity system).

MicroRWD MF-IC modes of operation

4
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Host System
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Supported transponder types
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ICODE SLI Mode
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IMPORTANT NOTE: DUE TO SLIGHT DIFFERENCES IN THE RF
CHARACTERISTICS OF MIFARE AND ICODE CARDS/LABELS, THE ANTENNA
TUNING MAY NEED ADJUSTING TO THE BEST COMPROMISE FOR
OPERATION WITH BOTH TYPES.
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Serial Interface
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The Micro RWD MF-IC (low-power) version has been specifically designed to operate
with very low average power consumption but still remain responsive to cards entering
and leaving the field and be able to read large amounts of data as quickly as possible.
THE RWD HAS THREE POLLING STATES:

1 NO card present and NO host commands received.
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71 Mifare/ICODE card in field, NO host commands received!
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Example a) NO card present, single CARD UID (0x55) command received.
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Example b) Mifare card in field, single CARD UID (0x55) command received.
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Example ¢) Mifare card in field, valid READ BLOCK command received
(Read cmd (0x52) + Keycode number + Block number)
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Auxiliary output and BEEP delay timing & 4 1
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Summary of Polling rates and command timing
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4 .
Host communication software must be able to handle the three polling rates.
Note that Auxiliary outputs (and “BEEP” output) should be turned OFF if standard

RS232 command interface is being used to ensure minimum power consumption and no
additional delays occur in the polling loop.
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Host Driver software

8 3 8 A >

4 (24 4 ( 61 i "4l
& 28 "1 4

Typical host computer “pseudo’ driver code
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Commands for both MIFARE and ICODE modes
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MESSAGE Report
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60 2 0 2¢&.2 N  9-N3, G Ik< EE!
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Program EEPROM
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6 & 4 1 5
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C > > > > > > &9 , (><'">1
o + ¢ —_ === == === §i=K22, O 6 > 7™
9+ 70 & K 22, 0 1
9" 0 - - - - K. 1

Internal EEPROM memory map
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6 [ 9c< (>>>K0 §=0 0,> O,
><> K7)47#14 ( + 0,> 0, !
>TK 74 )14 (0 0+ 0,> 0, !
><> K> 4 0,>¢ 1
;6 7C 8 & 1
;6 € 0O 2 46 ( 9 2 K><>>¢ 1
0 2 K><>
;6 ) + 6 (=0, B6K>>>¢ 1
>> K28 O 6
;6 "0 9<4 ° & 4 - >0 7" ><> (40°
& 6 46 ? ><> ;- 1
;6 # B6 4 6 > - 9 < ¢
¢ <<BBBBBl(¢4 KB 6 6 (>KB 69( KB 6;1
¢BKB 6 4 (> i K" 6><> 6 9
& 6 46 ? ><> ;- 1
;6 DO ; 6 <)> .1 K><>>40 1
;6 A 9< !
><>> K > 4 & 1
><> K ;"
;6 0 9«< & 1 80, > 7> <0 71
><>>K . < 0,> & 1
><> K. < <
;6 > 9 < 8 < 9. I $2- K><>> ¢ 1
9 K ><>
;6 (9 < 46 ( K ><>> ¢ 1
;6 8 K><>
13 5 !
3 + 62 6 8 1 5 & 1
3 #> 6 & 4 1
;6 70>< 2 6
;6 (><
;6 )><
;6 "0 ><
;6 #& .31 o+ 6
;6 DO
;6
;6 :043.;1
;6 7 3 22, O
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;6 C><> ( 9 < #>>4 0,>
;6 70 8
;6 ( ><>> 9 2
;6 )0 ><> + =0 6 & 6 ;6 K><> >71
;6 0> O<4 " & 6 ;6 ?2K><> 1
;6 # ><O> B 6 4 6 ;" O <
& B6 > B6 6 9 6 ;6 ?K><> 1
;6 DO ><>> ; 60
;6 A >>> 9 < * ¢ 4 1
;6 0 >> 9 < & 1 0,> !
6 > ><o> 9 < ($2- 46
;6 ( ><>> 9 < 46 (
Factory Reset
6 22, 0O 8 . B 6
! > ><99 + !
9 ( 32 " + + 6
8 I
;D ;>
¢ > > > > > &9 (>)#1
O + ( > > > > >
O + ( > > > > ><99

Command Protocol (Mifare Mode)
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1
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4D 4# 4" 4) 4 474 4>
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PP P PP OB¢ 4 6 1
PP P P <OB& . + 0B!
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= 4 D < + " ( " +
8 + 64 244 < + & 1
. | . 4 6
") 4 ) 8 4 . 6
| = 6 8 +
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Store Keys
+ 7. 6B2E! .<46 B 6
5 8 6 !
5 #46 B 6 4 6 76
! 6 , "6 8P <
$ < 1 ¢$<9>9 979 9)9" $<;;>; 75 3)
| 8 6 + | =
B 6 ( 8 6 6
410 6 ) 6" 6 5 .
8 7 + 6 4 !
O=@3E9 G.2 $9 $2B2E 0 2. = $2 9= . 0 2 O=

$2 92 9 9 2 =0 $9=02 *= 3 $2 0,2 9 0= 0 $2
92 9 2* E. *33E*= 2 . 00!

;D 3>

C > > > > {9 B ( >);!
9+ ¢ < << BBBBB ¢BKB 6 4 (> 1
9+ 7C & K 22, O (3.461
9+ ¢
9+ )
9+ "
9+ #
9+ DC & K 22, O ( .461
9 +( - - - - - & K +1

Internal Key Storage memory map (default settings)

3 > §><>>10 B 6 > ¢ >< 1
3 <> 10 B 6 ) S¢ 1
3 7 §><>710 B 6 74 ><9>9 979 9)9"l
3 ><> 10 B 6 8 ><i>: 173 1) 3t
3 7?28>< I B 6 7? & >< 1
3 7:0< I( B 6 7: & >< 1
3 > §>< 200 B 6 > 8 ><9>9 979 9)9"1
3 < 10 B 6 & ><1> ;7; ;) ;ul
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= 46 8
"6 >< 1 , =, 8 £<9>9
979 9)9" ><;>; ;;7; ;)" 6! 4
6 + 6 &
6 B 69(B 6; . 6B 6
1
Write Card Block
# 46 4 *19; - # 46
4 ° & < 4 -
)" M= 4 " (D( 4 - 6B 6
9 4 | + 4 - 4
! 4 * 4 (
+ "6 &> + 1
"+ . 6B 6 4 B 69 B 6; 6 !
& 8 ( 1
+ - + 46 !
;D >
C > > > &9 ( ><"D1
O + —_—== == === = =K : o >07""1
9+ 70 < < BBBBB & KB6 6 (>KB 69( KB 631
tBKB 6 4 (>0 1
9+ C & K3. ;6 1
9+ ) N
9+ C
9+ #
' > 46
9+ ¢
9+ #
9+ De
9+ 2 J oK 6 1
9 +( - & K. +1
= > + 0= *.2. 6B 6 E, O9
6 + + )46 &, + 110 6 , T )
46 4 4 6
( 4 8 > + !
+ 8 + 1 : "
., + 9 B66 B6 4 6 ><>>46 |
) 46 # 46 6><>>46 !
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;D >
¢ > > > &9 ( ><"DL
9+ ( < € € K === = = K *3 ,+ 9 >0 "
9+ 7C > > > > > > > > & 646 (><>>1
9+ C & K3. ;6 *3 1
9+ )
9 + "0
9+ # & K . ;6 *3 1
9+ D09 + ?
> > > > > > > > 7 6 +46 (><>>
o t0 - ¢ K +1
Read Card Block
# 46 4 " +
4 " 4 ( + "6 &>
+ 1 "o+ ; 6B 6
4 B 69 B6; 6 ! ( 46
b + + < 46 4 " |
;D >
¢ > > > > > &9 (><"71
O + ( === === == =K : hie] >S07""1
O+ 7 < < BBBBB & KB6 6 (>KB 69( KB 631
iBKB 6 4 (>0 1
9" + 0 - ¢ K. +1
6
6 C & K3. ;6 1
670 )
6 C
6)C
| > 46
6 ¢
6 )C
6 "C
6 # _J & K ;6 1
= 2 ( * o+ 0=0 *.2
6B6 9 6+ 6 + ) 46
&, + 1
$ 8 ( - (#46 &) + 1 4 +
48 < ;" s
o B6 6 B6 4 6 ><>> 46 | + 4
+ 7( + > |
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¢ > > > > 5 &9 (><"71
9+ C < < < < === = =K>*3 ,+ 9
O + 70 > > > > > > > > & 646 (><>>1
9 - +( - & K. +1
6
6 C & K3. ;6
670 )
6 C
6)C
' S
6 ¢
6 )
6 "C
6 # J & K .;6
Inc Value: 6
+ G
4 * ( +
4 - | = 4 -
; T4 * 4
= G 6 FG ;"
+ "6 6 !
Value Block Structure
2< 8 K > <) 4 "
4G 3. 46 (9 K4 * (9 K
>SXH) >> >> >> 1 #) >> >> > >> >>
;6 C > 7 ) " # D ? : > 7 )
“—> ——p> ——»> | 9
G 8 G G —
9
+ 4
"6 6
B6; 6 1 +
!_
! 46 8 +

>0 "

*3

*3

B 69

46

1
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9+
9+

O +
O+
O +

O +
O +

B 6;

1

O +

O +
O+
O +
O +

¢ > > > > > ’ &9 (>):1
—_— === === = =K 4 >07""
70 < < BBBBB & KB6 6 (>KB 69( KB 631
IBKB 6 4 (>0 1
¢ —_ === == === =K 4 " >07""1
) ¢ K3.46 " 1
#E } Y46
DC & K .46 + 1
+ 0 - & K. +1
Dec Value: &6 G
= < + 4
+ 4 °
"6 6 &>
6 1 + 4
| = 4 v 4
! 46 8 + 4 +
;D 3>
¢ > > > > > > 49 (>)1
=== === = =K 4 >07""1
7 < < BBBBB & KB6 6 (>KB 69( KB 631
IBKB 6 4 (>0 1
¢ —_ === == === =K 4 " >07""1
) & K3.46 + 4 1
#E } Y46
DC & K .46 + 4 1
+ 0 - & K. +1
Transfer Value: 6 G
& 61G . ! 8
4 4
2 4 - 8 4 G
4 - 4 !
+ 4 - (
"6 & 1 B 69
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;D 1>
C > > > > > &9 (><")1
O + ( == === === =K 4 . >07™"1
9+ 7 < < BBBBB & KB6 6 (>KB 69( KB 6;1
iBKB 6 4 (>0 1
o+ ( === === = =K 4 . >07""
9 +C - & K. +1
( & 8 (
1 + -
I = 8 6
4 - = * o+
G ( ( |
Card UID
* ¢* 5 4 1l
- + 46 + + !
;D >
¢ > > > > &9 *(><"
9 +C - & K +1
6 OB |
6 ( & K3. ;6 * . 4 1
67(
6 (
6)C
6"(
6#( } 646 ><>>1 Dk 6
6DC
= ) 8 46 4 4 * 4
8 8 46 4 | 6 >
8 46 46 ><>> 6 46
L] )I I
Type ldentification
ATOQA &9 5 (6 91 46
&. or + 1 + 46 * 4 5 19
g 46 .0 ))) 9
2Q9¢ 5 (6 9l 9 Qo!
46 9 Q9 6 4
+ .232 &.
6 9l .9Bé. 9 - +( 6 9l .9B + 46 8
4 6 + * |
.9B 8 8 8 >
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NOTE THAT ALL THE COMMUNICATION PROTOCOL IS

INTERNALLY AND THIS COMMAND IS
PURPOSES TO ALLOW THE USER TO DETERMINE THE EXACT TYPE OF

MIFARE CARD PRESENT IN THE FIELD, IF REQUIRED.

HANDLED
INCLUDED FOR DIAGNOSTIC

;D 3>
¢ > > > > &9 < (><D?1
9 - +( - & K. +1
6 OB !
6C 9 Q9 .;
67C 9 Q9 3.;
6 C -9B
*3 B )B 2. , < |, < |, < |, < |, <], <
9 Q9 | ><>> | ><> | ><> | ><> SKm— | ><—— | ><X—— | ><—— | ><—— | ><——
9 Q9 | >)) | ><>) | ><>T7 | ><)) >S? | ><3) | ><>T | ><)? | ><)) | )T
3.3
9 Q9 | ><—— | ><—— | ><X—— | ><—— | ><X—— | ><X——
9 Q9 | >>?7 | ><3) | ><>7 | ><)? | >)) | >)7
3.3
= =20=
*3 | B | B )B 2. s s = ls =5 =15 = |5 =
OB | ><>> | ><>? | ><?? >< ? | ><7> SKT> | ><37? | ><T7? | ><5> | ><7> | ><>?
.9B ><7? >< ? >< ? ><>> ><7> ><>? ><7? >< ? >< ?

Note that many of the “extended” Mifare types are complex dual interface cards with

embedded microcontrollers running “chip and pin” applications. Depending on the
card type, the memory map and protocol of the “extended” Mifare card may be

different to the standard card types. In these cases the MicroRWD will report the UID
using the Card UID command but read/write operation MAY NOT be fully supported.

7>
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Command Protocol (ICODE SLI Mode)

+ 02 ! 46
+ I - +
& 8 +1 46 19
a1 4 ( ) + 4 4 " 46
8 6! 4 H>>
4 & ?)>>4 . 1?4 ( ( 66 4 1
+ 9" + 46 ¢
4D 4# 4" 4) 4 474 4>
> >
P Prr 22, 0 & 22, O 1
p pop OB 3 4 4 6 1
p P <OB &34 . + 0B!
p 77 & 1
& 1
= 4 D < - + 8
+ 64 ?2#:B < + & 1 02 + !
Write Label Block
) 46 0O 2 4 "l +
4 4 & 7DY( <+ + 6 >
8> 5 4 1 + & + 46 1
& 8 ( + 1
+ - + 46 !
;D 1>
¢ > > > &9 ( ><"D1
9+ ¢ < << ===== =K 0 24 * (>07D1
9+ "C * KX X X X X X X &* 1
9+ DC * KX X X KX X X X &* "1
9+ >( & K3. ;6 +1
9+ ¢
9+ 7
9+ ¢ & K .36 +
9 +0 - & K +1
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O +

9+
O +
O +
O +
O+
O+
O +
O +

6(
67
6(
6)C

6(
67
6(
6)C
6"
64
6DC
620

70
)

#
De

+

N Vo ua
()

X b ok ok % X

O % % b ok % %
O % % o ok % %
O % % ¢ ok % %
O % % b ok % %
O % % % ok % %
O % % bk % %
O % % % ok % %
X % % o+ ok % %

N

X bk ok % X

N

X b ok b % X

Read Label Block

X b ok ok % X

X b ok ok % X

X b ok ok % X

X b ok b % X

¥R X ok X % % %

OB

0 2 4 "l
& 7DY( < 4+ +
1 + & + 46
( +
!
&9 (><"71
t=K 0 24 - (>07D1
83.5(* >l
&> 1
& 71
&> 1
&> )1
[ Sal
&> #1
& .;(* DI
& K. +1
& K3. ;6 02 +
& K ;6 02 +
Label UID
* &> 5 F 4 Fl
46 + + + I =0 2
39:;23 =G2= 0O E
49 > (><"
& K. +1
> 8 4!
§3.;(* >l
&> 1
&> 71
&> 1
&> )1
> "1
&* #l
& _:;(* DI

7

+

1
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(Note:

> 2
> Dl >

6(
67
6(
6)C
6"
6#
6DC

Label INVENTORY

command not implemented on standard proximity system)
4 * &> 5 F 4 Fl
4 N 2 <l 46
* + 46 * * 46 > >
5 + + + 46 F 6 F
1 8 & ## 46 1
;D 1>
> > > > {9 * (><
- & K. +1
4 * 8 41
< << <==== =K 4 = W< 21
x K K K K K K X &* "1
EE S S S &* "1
x K K K K K K X & . -(* Dl

Notes for Commands (Mifare and ICODE)

;" * & =G2= 0 E
+ 4 9 - + 4 =0
. 4
+ + !
6 > R H 8 6 + 6
il 1 | 4 + ! + R H
+ I :* . E+ + o+ >
+ +
;*.E+ +1=0 2 6 5
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Method of Operation

6 - + 46
" 19 4
4 + o+ 4 + 6
6
+ 8 8 + |
. .
4 < + - + 6/0
6 8 4
8 4 !
ot 46 *
4 & + 46 * + 0O2* 1 +
! 22, O 46 6 &
#> 1 46 7 ! & <l
§22, O 46 7 " 6 6
. . |
0 4 - + 8
1 4
! 32 4 -
! 8 6 4
6 6 8 8 4
6B 6 - !
6] 4 4+ H
& 61 & 1 4
! 5 + 69 6 + :
. 6 B6 + ! B 6
B 6
32 +
6( 4 6 4 4 4 * 46
4 B 6 I 28
6B 6 4 4 + * !
0O 2 ( 4 "+
5 4 * §¢* 5 4 1 +
46 oo o> * ] "o+ !
4 5 ( 4 8 6 46 + *
5 ! 4 + O= 6 4
4 8 6 +
6 ! 4 * 4 5 &+
34 * i 4 < + 6 !

7
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| 0=
N
E
+
6
& 4 41
E
6S
4
v +
S
@
+ 6
A
|
6
9
. + B 6
S =
E
|
0 |«
[
32 0=0 9 < &
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Basic RWD Communication

4 ( 4
4 ++ 46 + L@ 32 1
( + 6 0 2 B2E.
6" 6 6 6
"68 !
+ 5 | - + o *
9 = . + 8
!
5 ( @ 32 4 +
! @ 32 6 + + 6
8 4 ! + + 0+ ++
9 * 9 > 6
4 |
4 8 4 29 ;30 B 2:;30 B
4 - + 4
!
Auxiliary Asynchronous Serial output
( 4 6 OPO or main TX ) 46
6 6 #>4 (?4 ( 4 ( 6! 4
)46 * ¢ 4 + ) 46 4 >
+ & 1) 46 64 "I
46 >4 (724 ( 4 (= 64 >) . 41
" 4> 4 47 4 4) 4" s 4D 4?4
> 3 8
>8 .9 24 .o,
Auxiliary Wiegand Output Protocol
( 4 6 OP0 / OP1 $ 0%
30 + + + !
+ §7) 4 + 1 4 + 8 64 & 4>
4 1(7)4 & 1 + 64 & 47 471
+ T#4 ! 74 < +
46 4 - 5 I 64

#
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For Example:-

4 - & + )46 10 >>)#>TT7 7
& 8 46 >SXTTT#>>) 4 1
+ T#4 5 ( 2 &> 4 1447 471 O

2 &> ) # > 7 710
S>> > >35> > 333> 3> >>5> >
2 2G2= 64 4 > 0 0 64 4 T 7T

The base data for the Wiegand output can be the UID (least significant 4-bytes of serial
number) acquired during the initial [SO14443A communication or the least significant
4-bytes of data from a block of card memory (acquired by an internal Block Read
operation). Selection is by means of an RWD EEPROM parameter.

. ( 4 ° 4 ("6 4 6 ¢&B 69
B 6;1 + 4 22, 0 ! (
4 46 8 64 4 !
* % 4 1 +
64 * 4 + !
8 + H + 4
8 ! 3
8 5 !
6 + 6 6 + +">nu
99 9 9 + ! 46 7 !
+ ) + 8 8 +
14=0 + o9*-0* ,* T2 00 U

>U.
_>| ki
9 9%+ ng
U U >8
I: < =i 3 8
7 8
9 93 J U 8
>8
9 9 > >

7D
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ICODE SLI (128 byte) Memory Map

) 46

6 >
/ * 5> * * * D Ll
* ) * * 4 * "0 4~ (.
2 20 o "07629.(9
>> >> >> >> "0 & 9
4 74 e
7. - 74
§) 46 1 74
77 "
& 746 74
1 /\/
< 74
74
74
74
74 v
\ \_ 74 "D
Note: 0O 2.3 4 8 7?46 # 46
4 "1 6 4 + ! 46 * §.
5 46 4 +
I
ICODE SLI UID (Unique Identifier/Serial number)
= 4 + 8 6 +4 .0 "#:
3.; - 8 4 + 46
")
JI0 M THLEM™ D)L D )L &0 TL & T)IET #l &t 21D >l
16 ¢ D # " ) 7 >

OxEO 0x04 0x01

37 7>+

7?

<4— Manufacturers Serial Number

(

&

4

1

61

61

46
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K ><>7
. K ><>)
K ><>"
K ><>D
2 K>< #

* DK < K ><2>

g8 6* > * 1=

" &4

> )D1

46

? 46

*

1!.
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Mifare 1k (1024 byte) Memory Map

#46
6 > ;6
[ 4 . 4 | D L 2
> <
_ B 69(9 4 (B 6: Y |
g ") <)l
<
g B 69(9 4 (B 6: > "Dé<>DI
/
"< 2L
) <
_ B 69(9 4 (B 6: A ST
g i< 1
b <
K _ B 69(9 4 (B 6: ; TH <]
>7) 46 6 + < (
4 - # 46 +! 4 ° 6&; ">l
6 46 4 &> " 46
!
4 - &; (D ( "UU":(#1 .
6B 6 B 69 B 6;1 9 4
4
Ll + ey 4 ; ]
D"7 46 6 !
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Mifare 4k (4096 byte) Memory Map

&3 7746 ( > + 7<)4 * 1
< > #46
6 > ;6"
/ 4 . 4 1 D I 2
. > <
&) ; 1
L B 69(9 4 (B 6: R
( ") ><)1
<
)> .
] g B 69(9 4 (B 6: : D é><>D1
8
9 /\/
! &* 7746 ( 7 - + ?< #4 ° 1
/ s T7) 6<251

& #; '1<

\ \ B 69(9 4 (B 6 s T

7>)? 46 )" & >0 |1 + 6
'$ 8 7>)? 46 + + + # 4
& 70 107+ ] = 4 -t

;" ))> 46 6 + 1
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Manufacturer Block

4 " 4 >
4 ¢ 0* 5 1 !
= 4 & |1
«—> < >
6 ( > 7 ) # D 2 > 7 )
<>l | 26
3.:
Data Blocks
4 "% 1 4 " & )"
& < . > ;" 7 4 "1
+ 6 G ;"
' G >
( 6 8 <
4 + I G93*2 +
1 ( 8
+ 46 4 4 " 4 1
( 8 8 !
Data Block
36 0 > 7 y " # D 2?2 : > 7 )
) # 46 6 + ! .
Value Block
2< 8 K > < 4 " >!
&G 3. 46 (9 K4 * (9 K 8
SXH) >> >> >> 1 #) > >> >> > >>
;6 C > 7 ) " # D 2?2 : > 7 )
“—> ————> ——> | 9 |
G 8 G G —
9 9
= 9 8 9 4 -* 5
G :* + 46 (
+ 4 - 4 | + ( ><>>
8 4 6 I (
- 4 4 + +
!
G 4 48 + 2 ;
4 =( 2 O=_ 2 4 !

><
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Sector Trailer Block

4 & (D ( "UUi(# 1 : .
6B 6 iB69 B6;l 9 4
4 4 : ( 6( G 4 -
¥ " 6ll B 6; #46 . ;o
4 + +136 4 46 9 4 1 4
¥ +1= B694 B6;18 4 "+ o
6 6!

.. O=@3E 20 2=2 $9 $2B2E 0 2.9= $29 2..; .
.02 0= $2 92 9 92=0 $9=2 *= 3 $2 0,2 9 O=
*33E*= 2 . 00 !

Sector Trailer Block

;6 C > 7 ) " # D ? @ > 7 )
< > —> < >
B 696&#46 1 9 ; B 6;¢ 1
KevA and KeyB
6 B6 < 46 +
8 8 8 4 "6
6 & + o : + 1 4 <
8 B68
6 6!
B 68 46 (
KeyA: >< KeyB: ><
B 68 46 , i C
KeyAl ><9>9 979 9)9" KeyBl ><;>; ;7; ;):"
B 69 B 6;8 8
6 !
+ 6 6 8 "6
8 . 0 2B2E B 6
Access Bits
8 6 4 - 46 4 & ( 7(
I 8 8
! 4 6 + + B 69

B 6: L 4 4+ 8 8 B6il
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= 3] + 8
I
" 4 8 4 4 - (
4 " 4 + 8 8
Access Bits Block Affected within a sector
& " )" 1 &* )" 1
> 7> > ;"> % ;"1 ;" >) & : 1
7 ;" & | > "t & : 1
7 11 7 ;"7 % | ;0" > ) & : 1
7 ;" &. 1 ;o =" &. 1
= 9 8 4 - 4
)" 6! $ 8 )"
+ 8 4 " &< . ;" 8 6
Access Conditions
( 7 4 8 8
! 4 9 8
4 - 4 "l
;6 C > 7 ) " # D ? : > 7 )
< > — > ¢ >
B 69é#46 1 9 : B 6; & 1
;D # ) 7 >
64 7 1 1 5
;6 D 7 > 7 >
;6 ? 7 > 7 17 7 7>
;6 &< > 1
<K 8 4
+ & 6 1
;6 # & 1 K ><
;6 D > > > > > 1 K ><>D
;6 ? > > > > > > > K ><?7>
;6 1 b« > 1
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Access Condition for Sector Trailer Block
B 6 9 ; 8 46

- -3

B 69 (B 6; B69; 690 B 6;!!

Access Bits Access condition for:

B2E 9 9 2..; . B2E;
7
> > > 8 " 69 " 69 8 "69 "69 (B 6; 4 1
> > 8 "69 "69 " 69 " 69 " 69 (Transport setting)
> > 8 8 " 69 8 " 69 8 &B 6; 4 1
> 8 " 6; " 69F; " 6; 8 " 6;
> > 8 " 6; " 69; 8 8 " 6;
> 8 8 " 69! T 6; 8 8
> 8 8 " 69r; 8 8 8
8 8 " 69r; 8 8 8
8 + C
7 K& > 1 . ;" 64 +
B 69 B 69 8 4 !
; 9 ; 8 4 "4+ 4 " 6
+ + 4 6 64 8 4 "t 4
Access Condition for data areas
46
. ;T =8 ( B69 (B 6;
B 69;¢(B 690 B 6;1
9 4 b 4 4 . 8 4 L | 4 w
4 ! 8 4 - (
( 6! &>> 1 6
4 + 4 & >l
+ o+ 6 4 +" 65!
+ 64 +
B 697;( 8 B2E; 9= ;2 29
= $2 0 2.,0= =@ .2 O 9 32 $2= 9==0 .2 G2 O
o9* $2= 9 0= + & >> > >
(B 69 4 !
= 6 ;" 46 4

+
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Access Bits  Access condition for: Application
7
(
> > > " 697; " 69P; " 69P; " 69 ¢ +1
> > " 697; 8 8 " 69; &8 4 "1
> > " 697; 8 8 8 & 4 "1
> " 6; " 6; 8 8 & 4 "1
> > " 69P; " 6; 8 8 & 4 "1
> " 6; 8 8 8 & 4 "1
> " 69P; " 6; " 6; " 69; &8 4 "1
8 8 8 8 & 4 "1
4 + & 1
4 ( 6 +
;6 C > 7 ) " # D ? : > 7 )
><9>9 979 9) 9" D> #2000 ;> ;0 37 ;0 3) ;!
< > —> < >
B 69¢%#46 1 9 ; B 6; 46 1
4 < >D > #:1 B 69
B 69 8 4 ( 8 < 46 >0" &" 691
!



Ib technology

Mifare Ultralight (64 byte) Memory Map

)46 , +
‘6 S ,6 »
/ o> i 7 - > , >3, 4
) " _# , o< (. 4
- 3 "> 3 ° , T 7T 3
0O.> 0. O.7 0. .+ <> 1(0 >
4 74
- 74
8) 46 1 74
&7 + 1
)? 46 74
74
< 74
74
74
74
74
74
\ \ 74 L O
Note: * + D 46 4 &7 "46 1
; >K < .>< . < =& K + K ><??1
; K. < .)< ."< _#
The Mifare Ultralight transponder has a different structure to the standard 1k and 4k
byte Mifare transponders! #) 46 6 + < + 46
! + & 46 > + 1 8 46 4 &> 1
+ 46 ! 6 46 "+
8 + 4 O, , * 4 1 46 ! + 7
+ §)?46 1 4 + + |
8 + 6 ( * +
<
Authentication procedure is not used for read/write operations! 6 B6
=0 5 6 * + I H
6( 4 ( > + 6 6
8 + !
6 * +
8 < 6 46
§><>> 8 1 B 6 4 ! 4 " 4 +
4 + 4 !
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Mifare Applications and Security

6
+6 + "# $% 5 6 +
+6 + 6 + 2 .
6 4 - .0 )) 9 !
)> 6 & )" 1 4
. | ( +
5 * 5
I 6 >>
! 6 8 8
6( * +
+ + 4 H
: + + 6 2 ,
6 8 12
+ .0 :D:?7 !
6 - 4
+ . =—, 2 E, O + !
"6 6 & 1 8
6 8 8 ! + 8
"4 8 46 4 +
#4 ( 64 +( 4 + +
6( 8 7 6" 6
+ ! "6 8
+ 6 6!
; +6H + 6 * 8
7" "% 8+ 2 1
I"# B 02

125 kHz Micro RWD miodules 13.56 MHz Micro RWD modules

4 6!
8
8 6
"#  $%
+
6
6
8 6 +
6
8
+ 6 SH
(
+ I
8 8
4 L ]
(Q ¢Q +1
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OEM-MIFARE-ICODE-RS232

All products are available as “Reference Design Packs” so higher volume customers can
copy a design and just purchase a pre-programmed microcontroller. Benefits are a
proven, quick time-to-market Reader product with minimum engineering effort at

minimum cost.

OEM-MIFARE-ICODE-USB

Micro RWD MF-IC (low-power) specification

& 18 6 "%
O 02 + +
. 6 30 ,0 2 8 4 + 8 8
+ 44 "8 1 8 8 8 +
"ot 4 6 I .322, <
+ + 6 8 !
Parameter Typical Value
. 6G + & "8 )O#8 &
)< * 1
0 + )> o+ 1?7 +
AVERAGE current consumption. (1 second polling) Less than 150 pA
9 8§ o= & * > .
+ 6 1
. 8 + & +1 >8 - )
S ) +] "> 9
+ 6 & > 4 1
s + 66.322, |, 1 ) . ?
¥, + 6 .322, 3 7> 19
+ O= + 6 3 7> 9
< &4 1 SH® 4
+ 4 +1 7>
9< 6 8 > ™ 9
. 3 8 77
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- 32 < 6 =0 |
+ , 4+ 6 .322,, + 8
( 32 < 6
8 4 & ; 6 % 1
Micro RWD MF-IC module dimensions and pinout
y —l C up f
' ' O il
O il
O il
E Micro [
. 64 RWD 1 S|
I ] il
s 3 +
/ 12 BH ¢
* ?
PINOUT DESCRIPTION
Pin Name DIP No. I/O Type Buffer Type Description
32 0 3 32 L7 <
32 7 7 0} 3 @ 32 17" <
2.2 6 +19 8 !
= 6
;22, ) o 3 ;22, & 8 30 7 <
7 =
= D @ + +
G ? 1"8, 8 6
o= : o= 9 &
4 1
> =
9=7 7 o= 9 78
4 1
@= @ + +
.). =
# =
D =
? =
o, : 0 3 9< 6 g7 < !
0,> 7> 0 3 9< 6 g!7 < !
G 7 1"8, 8 6
- 77 3 ; 8 >4 (24 (
( 6
- 7 0 3
7 (0] 3 . 1 - 4
4 +1
§ 0K 0 (9=K9 (LK, (. K. ++ ( 3K 3 + o1
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http://Iwww.ibtechnology.co.uk

(0] 8 6 ; +6 46 ¢

sales@ibtechnology.co.uk
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